CONTENT

] 0o 13 Tod ¥ T ) o PSSR 5
1 The State of Affairs of the Analyzed Issue at Home and Abroad...............c.cccecueenne.n. 7
1.1 The Delineation of the Basic Terminological Apparatus and the Terminological
INEEITEIAtIONSNIPS. ... 7
1.1.1 Definition ofthe Term “SeCUItY™........cco i 8
1.2 Information SECUMLY (1S)....cciioiiiiice e 9
1.2.1 Information System, Security of Information Systems..........cccccccvevvviveieinennn. 13
1.2.2 Communication System (CS), the Security of Communication Systems.......15
13 Small and Medium-sized Enterprises (SMES).......ccccvveviiiiieiieiiecsic e 27
1.4 Information Security IN the SR.......cccoiii s 30
15  Information Security in the WOrId..........ccoiiiiiiiiiiiee 35
1.6 Development of Norms and Standards for theSecurity of Information and
COMMUNICALION SYSTEIMS. ......eiieeiieieitesie sttt ettt b et be e s 38
1.7 Standards of the ISO / IEC 27000 Series Valid andlssued inthe SR............c.cc.ce..... 42
1.8 Basic Principles of Information Security SOIUtIONS..........cccocoiii v, 44
1.8.1 Information SeCUrity StUAY........cooviiiiiiiiee e 45
1.8.2 SECUMLY POLICY ....iiiiiiiie e 45
1.8.3 SECUMLY PIOJECT......eiiieiiee ettt sre e e 47
1.8.4 RISK ANAIYSIS. ...c.eeiiiiiiiieese e 48
1.9  Threats to the Information SYStEM.........ccceiiiiiiiiiice e 48
1.9.1 HUMAN FACTON......cociiiiiieiie e e 48
1.9.2 Classification 0f CyDercrime........ccoovevivii i 49
1.9.3 Types Of CYDEICIIME. .......ooi i 50
1.9.4 Criminal Liability in CybDercrime.........cccevveieiiesieie e 53
1.9.5 Non-influenceable Natural Threats............cccocvevviienieeice i 54
1.9.6 Technical Failure of the Information System...........ccccevveiieeiiiiiic e, 56
1.10  Selected Security Tools ofthe Information SyStem...........ccocvvevineiinineniceeienn 56
B =17 | USSR 56
1.10.2 ANLIVIFUS PrOQIamMS......cceeieieeiie e ettt eee e steesre e snaesae e e e nre e 58
1.10.3 Penetration TeSTING........ccuuieerieeieaieesiee ettt sbe e e 58
1.10.4 E-mail Content MONITOIING.......cccoiiieiieiieieee e 59
1.10.5 Employee Internet MONITOIING......c.oieieieieie i 60
1.10.6 Personnel Policy ofan Organization as an Information Security Tool......... 61
1.10.7 OtNEr IMBASUIES. ... ..ottt sttt st ee s 61
2 Aims of the Research and Methods USed...........cccoviiiiniieniniiessee e 62
3 Methodology and Research Methods..........ccccoveiiiiiic i 64
4 RESUILS OF the SUNVEY ... 66
41  Sample OF RESPONUENTS......ccveiieieiie ettt eenne s 66
4.2 The Importance of Information SECUNItY........c.cccovviiiiiie i, 69
4.3 Circumstances Influencing the Enforcement of Information Security........... ......... 70
4.3.1 Internet and E-COMMUNICALIONS.........ccuiiieiiiieiieeiesee e 73
4.3.2 ANIVIITUS IMBASUIES......cuviuiiieiie ittt sttt sttt eneas 78



4.4
4.5
4.6
4.7
4.8

4.9
5

PErSONNEl SECUNILY ......eoiviiie et 79

Security Policy and the Use of IS / IT Standards and Norms..........c.cccceeevveiivenenne. 81
Security Incidents and their CONSEQUENCES..........ciiiiereierierie e 83
EIECtroNiC SIGNATUIE.....cc.vi e sbeearee s 86
SECUNILY SOIULIONS. ....ccviitiei et 87
4.8.1 PRYSICAl SECUITLY.....c.eiiiiiieieieitiie sttt 90
4.8.2 Backup Of DOCUMENTALION. ..........ciiiiriieieieie e 92
4.8.3 Access Rights and PasSWOIdS...........cccueiiiiiiieniniesie e 93
4.8.4 Protection of PersonalDataand Classified Information............ccccccoeceviverennnnne 96
4.8.5 Recovery and Functionality Plan...........c.cccooiiiiiiiieiieece e 98
Information Security in Slovakia from the Point of View of Enterprises................ 100

Factors Influencing Information Security in Enterprises in the Slovak Republic

5.1 Comparison of the State of Information Security of Small and Medium-Sized
Enterprises withthe State of Information Security in LargeEnterprises.................. 102
5.2 Comparison of the State of Information Security According to another Characteristic
(0] 1T ] (=T o = USSR 107
5.3 Security Management MOGEIS..........c.ooeeiiiiiiiiee e 108
5.3.1 Security Assessment Model Based on Potential Threats...............ccccerveennenn. 108
5.3.2 Model of Security Assessment Based on Weaknesses of the Information
Y] (= 1 PSPPI 109

5.3.3 Impact-based Safety Assessment Model............ccoccvveiiinenienienene e 110

5.4 Security Categories Based on Impacts - Proposal...........cccccooveiiiiiiiiii e 111
(O] o Tod 11151 o] o ST PRRPSRPRTR 114
RESOUICES. ...ttt ettt e bt e e ettt e ea bt e e a bt e bt e e e ebb e e e nn e e e beeeannns 17



