Contents

Part I Introduction

1  OSINT as an Integral Part of the National Security Apparatus........ 3
Babak Akhgar

2 Open Source Intelligence and the Protection
Of National SECUNILY........cooviiiiiee e 1
Andrew Staniforth

3 Police Use of Open Source Intelligence: The Longer
AT OF LAW .ot 21
Andrew Staniforth

4  OSINT as Part of the Strategic National Security Landscape........ 33
Laurence Marzell

5 Taking Stock of Subjective Narratives Surrounding
MOAEIN OSINT it 57
Douglas Wells

Part Il Methods, Tools and Techiques

6  Acquisition and Preparation of Data for OSINT
INVESTIGATIONS. ..ot 69
Helen Gibson

7 Analysis, Interpretation and Validation of Open Source Data......... 95
Helen Gibson, Steve Ramwell and Tony Day
8 OSINT and the Dark Webh ... 11

George Kalpakis, Theodora Tsikrika, Neil Cunningham,
Christos Iliou, Stefanos Vrochidis, Jonathan Middleton
and loannis Kompatsiaris



10

11

Contents

Fusion of OSINT and Non-OSINT Data........cccocevveriiieniieneniescennns 133
Tony Day, Helen Gibson and Steve Ramwell

Tools for OSINT-Based Investigations..........cccceovveiieneniiesienesinens 153
Quentin Revell, Tom Smith and Robert Stacey

Fluidity and Rigour: Addressing the Design Considerations
for OSINT To0IS and ProCESSES........cccvriiiiieieierese e 167
B.L. William Wong

Part 111 Praticai Application and Cases

12

13

14

15

16

A New Age of Open Source Investigation:

International EXampPles.......cccooiiiiiiieiicie e 189
Eliot Higgins
Use Cases and Best Practices for LEAS.....cccccoocvveiiviiv e, 197

Steve Ramwell, Tony Day and Helen Gibson

OSINT in the Context of Cyber-Security.........cccccvvvriveiesiieneeie e 213
Fahimeh Tabatabaei and Douglas Wells

Combatting Cybercrime and Sexual Exploitation of Children:

An Open Source TOOIKIT.......cccooiiiiiiiieee e 233
Elisavet Charalambous, Dimitrios Kavallieros, Ben Brewster,

George Leventakis, Nikolaos Koutras and George Papalexandratos

Identifying Illegal Cartel Activities from Open Sources................... 251
Pal Vadasz, Andras Benczur, Géza Fiizesi and Sandor Munk

Part IV Legal Considerations

17

18

Legal Considerations for Using Open Source Intelligence
in the Context of Cybercrime and Cyberterrorism...........cccoccvevuennn. 277
Alison Lyle

Following the Breadcrumbs: Using Open Source Intelligence
as Evidence in Criminal Proceedings.........cccoveiieiieenieiiis e e, 295
Fraser Sampson



