Contents

ADOUL The AUTNOIS .ot s e st e s b e st e e sbe e saeesaeesbaesbaesteeebee e xiii
Foreword to the First Edition by Zach Shelby ... XV
Foreword to the First Edition by Geoff MUlligan.............cccooiiiiiie e XVii
Foreword to the Second Edition by Geoff Mulligan............c.ccccoooiiiiii e XiX
PIETACE. ... et R e bR bt b e e ne et XXi
Yo 01 [T o g =T o | (TSRS XXVil

PART 1 THE EVOLVING 10T LANDSCAPE

CHAPTER 1 Why the Internet of ThiNGS? ...ooviiiiie e 3
CHAPTER 2 Origins and 10T LandSCape........ccccverueiieriieiiiieriesie e sieseese e sa e 9
/220 R | 011 oo [1 Tox A o] o FOU PSP SPPPRR 9
2.2 Evolving to an Internet Of ThINGS.......cccooiviiii i 10
2.2.1 A Dbrief background...........ccooiiiiiiiiii 1
2.2.2 A simple enterprise 10T SOlUtiON OVEIVIEW.........ccccvevveviieie e 12
2.2.3 The Internet of Things ahead............ccccceviiieiicic e 13
2.3 10T INaGIobal CONTEXL......cceiiieeiieeee e e 16
2.3. 1 GaME CRANQEIS....c..iiiiiieicie ettt e e e 18
2.3.2 General technology and scientific trends...........cccoceevevveviiccvicne e, 19
2.3.3 Trends in information and communications technologies........................ 19
2.3.4 Expected capabilities. ... 22
2.3.5 Implications fOr 10T .....ooeiieeee e 24
2.3.6 Barriers and COMNCEIMS ......ooovuiririiiieieie ettt 25
2.4 A USe Case EXAMPIE........coiiiiiiiicc e 26
2.5 A ShIftin IMINGSEL......c.oiiiieiieee e e 29
CHAPTER 3 [0T — A BUSINESS PEISPECLIVE. ....c..ociiiiieiecie sttt 31
3.1 INEFOTUCTION. ...ttt bbb 31
3.1.1 Information Marketplaces ........ccccooeiiiiiiiiiiie e 31
3.2 DEIINITIONS. ...ttt 32
3.2.1 Global value Chains...........ccoiiiiiii e 32
3.2.2 Ecosystems VS. Value ChaiNS ........cccoieiiiiniie e 33
3.2.3  INAUSEIIAl SITUCTUIE  ..oveeveeieiiece e 33
3.3 Value ChaiNS OVEIVIEW. ......ccuiiiiiiiiie ettt 33
3.4 10T Value Chain EXamMPIe ..o 34
3.5 An Emerging Industrial Structure for IoT .......cccocviieiieiiie e, 35
3.5.1 The Information-Driven Global Value Chain.........c...cccoooviviiiiiiniinenns 38
3.6  The International-Driven Global Value Chain and Global Information
IMIONOPOTIES. ... bbbt 42



Vi Contents

3.7

3.8

CHAPTER 4
4.1
4.2

4.3
4.4

Business Model INnovation in TOT ... 43
3.7.1 Current eXampPleS ...oooooiieiii e 44
3.7.2 Business to Business Models.........cccocooeiiiiiiiiiiincieeee e 44
3.7.3 Data analytics business models............cccovviiiiiiiicici e 44
3.7.4 New data marketplaces MOdels............cocooviiiiiniiin e 44
3.7.5 SLA security integration...........cccocveviiiieieeiie i 45
CONCIUSIONS. ...ttt bbb 47
An Architecture PerspeCtiVE.........coviiiiiiie et 49
Building an ArchiteCtUre...........ccooiiiiiie e 49
Requirements and Main Design PrinCiples.........ccccoviveviiiinieiin e 51
AN 10T Architecture OULIINE ....c.eoeeicie e 55
Standards CONSIAEratiONS...........eiveiirieii e e e se e sae e 60

PART 2 10T TECHNOLOGIES AND ARCHITECTURES

CHAPTER 5
5.1

5.2

5.3

5.4

5.5

Technology FUNdamentals............cccveoviiieeiecc e 67
DeViCeS ANU GAEWAYS......ccveeieiiiiiitie ettt et ae ettt te e e e sreearee s 68
o000 R |10 T L1 T 1 o] o OSSPSR 68
5.1.2 BaSIC UBVICES  ..oviiuiiiiiie eeiie sttt eneas 71
5.1.3  GAEBWAYS  .eeevieieieiieitiee ettt ettt ettt 73
5.1.4 AUAVANCED HEVICES......c.eeiiiiieiiiie ittt sae e 75
5.1.5 SUMMAry and VISTON........cccoriiiiiiiiiiie et 76
Local and Wide Area NetWOorking .......ccoceooieimiiiene e

5.2.1 The need fOr NEIWOIKING........cccciiiiiiiiiiiniieire s 77
5.2.2 Wide Area NetWOIKING........cccciveiieiiieiieic et 81
5.2.3 Low-Power Wide Area NEetWOorks ........ccccocvveiiiiiiiiiieneseee e 83
5.2.4 Local Area NEtWOIKING.......ccoiieiieiiiie e 87
Maching INtEHlIgENCE..........ooicece e 91
5.3.1 Therole of Machine Intelligence in 10T ........cccceviiiinninnie e 91
5.3.2 Machine Intelligence OVEIVIEW ........ccccooiiiiiiiniiieieeeee e 94
5.3.3 Considerations when using MI for 10T data . ........ccccoeviiininicicieee, 96
534 A framework Of MITOr IOT ..o 98
5.3.5 Industrial Internet Analytics FrameworkK............cccccoevieiiiiiieiieciiee e 101
5.3.6  CONCIUSIONS ..ottt 103
Distributed Cloud and Edge COMPULING........cccoveieiiieiieie e 103
5.4.1 A new software delivery model............ccccooeiiiiiiiiiiciie e, 103
5.4.2 Cloud fundamentalS ........ccccceiieieiiieiire e 104
5.4.3 Computing atthe €dge .....oooieiieci e 107
5.4.4 Considerations and CONCIUSIONS.........cccceiivereiiriiere e 110
Data Management................... i
55.1 Introduction ................. HI
5.5.2 Managing loT data flow ..o 112
5.5.3 10T data CONSIAEratioNs..........ccoouiiriiiieieie e 115

B.5.4 CONCIUSIONS .ot e e eneeeneeeneees 116



5.6

5.7

CHAPTER 6
6.1
6.2

6.3

6.4

6.5

6.6

6.7
6.8

CHAPTER 7
7.1
7.2
7.3

7.4
7.5

Contents Vil

BUSINESS ProCesSeS IN 10T  ..eiiiiiiiieee e 116
TG I0 R 01 oo [0 Tox [ o SR 116
5.6.2 10T integration with enterprise SYStEMS.........ccocvviriiiiiiieie s 118
5.6.3 Distributed business processes in 10T ... 120
I R S Oo ] ] o (=T - 11 o] OSSR 122
5.6.5 CONCIUSIONS ..ottt 123
Distributed Ledgers and APPlICAtIONS..........ccocveiiiiiiiiiiie s 123
5.7.1 DLT. IoT, and Data OWNEISNIP ...ccccceiiieieiiieseece e 125
1T ol U | 1 32RO UR PRSPPSO 127
INEFOAUCTION. ...ttt bbb ene e 127
= F T (ol o T [T o] 1= OSSOSO 128
B.2.1  ENCIYPLION oo 129
6.2.2  AULNENTICALION ..o 131
Threats t0 10T SYSEMS ..ooiiiiie e ne e 132
6.3.1 Denial of Service (D0S) AACKS..........cccccvviiiieie e 132
6.3.2 Sybil attacCkKs........c.ccovevieececce e 133
6.3.3  PrivaCy attaCKS ........cccoiiiieiieie it 133
6.3.4 “HOIE” AQLEACKS. ......ciiiiiriiiieee e 134
6.3.5 PRYSICAl AtLACKS.........ciiiiiiiiieiee e 134
Mitigating Threats to 10T APPliCatioNS..........ccccvviie i, 135
6.4.1 Application layer and physical attacks............c.ccociiiiiiiiiiiincii 135
6.4.2 TranSPOIt LAY T .....c.ooiiiiiie s 136
6.4.3 NEIWOIK LQYEI ......c.oo i 136
6.4.4 Data Link/Medium Access Control layer.........cccoveviiniiniiinieeen 136
6.4.5 PRYSICAl QYT .....c.iiiiii e 137
Security in Architectures and Standards..........c.ccoccveiieiiiiii e 137
B.5. 1  IE TR ettt 137
6.5.2 3GPP and low-power Wide Area NEtWOIKS..........cccviveiineieneniiiieeeees 138
Security fora Safe IO ... 139
6.6.1 Safety in industrial automation and robotiCS .........ccccccveviviieiiiere e, 139
6.6.2 Safety in aULOMOLIVE SYSTEIMIS........cviiiiiiirieriesit e 140
6.6.3 Safety in SMart Citie€S........cccocviiiii e 140
PIIVACY 1N TOT ot 141
Future Developments iN SECUITLY ..o 141
Architecture and State-Of-the-Art ... 143
INEFOAUCTION. ..ot b bbb 143
I L T SR 144
D T . ettt b bRt 146
7% 25 R 01 o (3T £ o] o USSR 146
7.3.2 1ETF loT-related WOrking GrOUPS.......c.cciveiiiieiieiie e seesie e s sre e sae e 146
7.3.3 IETF fragments of an architeCture............cccocvviiiiicicic i 150
(@11 USSR PSPPSR 158
I0T-A AN HRA ettt 163



Vilii Contents

7.6
7.7
7.8
7.9

7.10

7.11

CHAPTERS
8.1
8.2
8.3

8.4
8.5

8.6

8.7
8.8
8.9

8.10

RAMI .0 oo ettt bbb e re e reeneenes 163
LY AT G 1 TSRS PR PSPPI 165
L@ T T TSP PO PSPPSR 168
GS1 Architecture and TEChNOIOGIES........ccocoviiiiiieie e 170
7.9.1  GSL IAENTITY ...t e 170
7.9.2 GSL CAPUUIE.....ooiieicee et 171
7.9.3  GSL SNAIE....iiiii it 173
7.9.4 EPCIS architecture and teChnolOgIes..........coeveieriinininineeeee 174
Other Relevant State-0f-the-Art.........cooo i 175
7.010.1 ONEMZ2IM ..ottt sttt nes 175
T.00.2 O C ittt re e 176
7.10.3 IEEE.... s 176
7.10.4 1EC/ISO: ISO/TECJTC L/WG 10/SC AL oo 177
45 L0 ST AN [ N I PSSP 177
T7.00.6 NISTCPS ... et ne e 178
CONCIUSIONS. ...ttt bbbttt bbb b ne e 179
Architecture Reference MOodel ... 181
INEFOAUCTION. ...ttt e ne e 181
Reference Model and Archite@CtUre..........cov e 182
10T Reference MOAEL...........ooiiiieeceee e e 184
8.3.1 10T DOMain MOElL.......coooeiiiiiiiiceee e 184
8.3.2 Information MOGEl .......coveiiiiiie 193
8.3.3 Functional model ... 198
8.3.4 Communication MOUEI .....coeeiiiiiiie e 202
8.3.5 Safety, privacy, trust, security model ... 202
10T Reference ArChitECIUIE. ..o 204
FUNCHIONAL VIBW .o bbbt 205
8.5.1 Device and Application Functional Group..........ccccceeveviiieiiieiiese e 205
8.5.2 Communication Functional GroUP.........cccccveveiieiieie e 205
8.5.3 10T Service FUNCtioNal GroUP.........cccovvciiiiieie e 207
8.5.4 Virtual Entity Functional Group ......cccccceiiiiiie e 208
8.5.5 10T Process Management Functional Group ........cccccceeeviveveeiieieesecieennn 209
8.5.6 Service Organization Functional Group........ccccccevveiiieeiii e 209
8.5.7 Security FUNCLIONAI GIOUP  ....ooviiiiiiiiiciicee s 210
8.5.8 Management FUNCtional GrOUP.........cccceevviiieie i 210
INTOIMATION WIBW....ciiiiiiiie e ettt nre e e 211
8.6.1 INfOrmation deSCrIPIION.......cccoiiiiiiiieieeee e 211
8.6.2 Information flow and lifeCyCle...........cccooiiiiiiiini e 211
8.6.3 Information handling...........ccooiiiiiiii e 213
Deployment and Operational VIEW..........cccooeiiiiiiiieiineseeeee e 218
Other Relevant Architectural VIEWS..........ccooviiiiinieiece e s 222
Other Reference Models and ArchiteCtures .........cccooceveiinie e seeese e 222
8.9.1 Industrial Internet Reference Architecture...........ccccooeveievceniieicncnenn. 223
BESE PIACHICES  ...viiiiiiiiiiiitieiee ettt bbbt 233



8.11

CHAPTER 9
9.1
9.2

9.3
9.4

PART 3 1QT USE CASES

Contents ix

CONCIUSIONS. ...ttt e te et e e e st e et e ereesbaeneesneennes 234
Designing the Internet of Things for theReal World.............cc.oooooiiiiiiin . 235
] oo [0 Tox 4 o] o PR PSP 235
Technical Design Constraints — Hardwarels Popular Again............cccoceveneennenn. 235
0.2.1 DeVices and NEIWOIKS........ccccooiieiii ettt 236
Data Representation and Visualization............cccccooiiiiniiieniniccceee e 239
Interaction and Remote CONrOl............cccooviiiiiiiie e 239

CHAPTER 10 ASSet ManagemMENT.......uuiiieiiii i ieie et e et e e e e et s s e e e e et e e e e eeaa e e e e enna e eeeennns 243
IO IS¢ R 1014 e To [1 Tod { o o SRRSO 243
10.2  EXpected BENeTilS ..o s 244
10.3 e-Maintenance iN the 10T Era......ccccooiiiiiiececcn s 244
10.4 Hazardous Goods Management in the [0T Era........ccccoccovviiiiiiiiininincens 246
10.5  CONCIUSIONS... .ottt ettt sb et re b 248
CHAPTER 11  Industrial AUTOMEATION..........uuiiiiiiie e e et e e e e e e s snnneneeeeeas 249
11.1 SOA-Based Device INtegration..........cccccceiieiieieiiesieiece e 249
11.2 SOCRADES: Realizing the Enterprise Integrated Web of Things...................... 252
11.3 IMC-AESOP: From the Web of Things to the Cloudof Things.........c.cccccceeruenee. 254
11,4 CONCIUSIONS. .. .coiiiiiiiet ettt bttt b et b et et b e sbeenbenseenre s 256
(O VN ol I = o Y o 4 - T A €] [ [ 257
2250 R o1 0T (3o 1 To] o PSP 257
12.2  SMANt IMIETEIING...ccuiiiiciice ettt s re et et esae e sbe e e e staeaeanneas 260
12.3  SMAIT HOUSE . oottt et sr e e nbe e s e b nnn e neennneas 262
12.4  SMAM GIIA CoLY oot e e sra e be e reearee e 264
D2 S I O 0] (o 11 1] [0] o SRR 268
CHAPTER 13 Commercial Building AUtOMAatiON .........coiiiiiiiiiiiiiiiiieieeeeee e 269
IR T/ R o1 0T (1T ox 1 o] o 1TSS 269
13.2 Case Study: Phase One - Commercial Building Automation Today ................. 270
13.2.1 BacKgroUNd..........cccceeieiieiiiieie e
13.2.2 TeChNOlOgY OVEIVIBW........cccciiiiiiiiiiieieiee et 271
13.2.3 ValUB ChaiN oo 273
13.3 Case Study: Phase Two - Commercial BuildingAutomation in the Future ... 273
13.3.1 Evolution of commercial building automation............ccccocoeveiiieiiennens 273
13.3.2 BACKOIrOUNG......ccooiiiiiiiiiieeee e 274
13.3.3 TeChNOIOQY OVEIVIEW.......cccviiiiiiiiieciie ettt 276
13.3.4 Evolved value chain for commercial building automation.................... 277
CHAPTER 14  SMart Gl S oo i iiiiiiiiiie i ies ettt et e e e e e te e e e et e e e e eeeeeaaaaaeaaaaeaaeenns 279
14.1  Introduction - What IS @ SMart CItY?......ccccoeieiieiieie e 279
14.2  Smart Cities — A Technical PErspective ... 279
14.3 10T Data SUPPIY ChaiNS......c.oooiiiiiccc e 281
14.4 loT Data and Context Management in Smart CitieS ........ccccccevviiiviiinnenienieninn, 282



145
14.6
14.7

CHAPTER 15
151
15.2

15.3
15.4
15.5
15.6

15.7
15.8

CHAPTER 16
16.1
16.2

16.3

16.4
16.5
16.6

CHAPTER 17
17.1
17.2
17.3

17.4
17.5

CHAPTER 18

Contents

ETSI ISC Context InformationManagement .........cccccovveveniienienesie e 283
Smart Cities - A Reference ArchiteCture ........cccoeviiiiiiinieninieseee e 284
Smart Cities - Smart Parking.........cooviiiiiiieeee e 286
PartiCipatory SENSING......cccveiuiiieiiiie et sreeste e e e eneeeneens 289
1 oo 11T { (o] o OSSR 289
Roles, ACtors, ENQAgEMENT ..o 290
15.2.1 Collective design and INVESTIGatiON..........cccooviiiirinininieeeeeeeeeeees 290
15.2.2 Public coNtribDULION. ..o 290
15.2.3 Personal use and refleCtion...........ccovviiiiiiiiiies e 290
Participatory SENSING PrOCESS.........coiiiiiiiiiiieie e 290
TeChnNOlOgY OVEIVIEW ....coviiiiieiie et 291
F AN I = U VA Yot =T o T [ TSRS SPR 293
[ ETo=] | S I =T 10 £SO 294
15.6.1 Citizen JOUINAlISIM ....ociiiiiiiiicee e 294
15.6.2 PasSiVe PartiCIPALION.........ccuiiiiiiiie ettt 294
15.6.3 SOCIAI VSENSING.....oiuiiiiiiiiiieee e 295
A MOodern EXamPIe........cooiieiice e 295
CONCIUSIONS. ...ttt bbbt ettt bbb 297
Autonomous Vehicles and Systems of Cyber-Physical Systems............c.ccoco..... 299
INEFOAUCTION. ...ttt 299
AULONOMOUS CAIS ..ottt ettt ettt st e sbe et e e abeesnneenbeeanee 300
16.2.1 A very briefhistory of autonomous Cars...........ccccvveiiieiiiciiieniec e 300
16.2.2 Enabling teChNOIOGIES .....cccveiiieecieceeecee e 300
16.2.3 Regulation, governance, and €thicCs...........ccccvviiiiiiieie e 301
16.2.4 Other autonomous passenger VENICIES..........ccovvviiiiiiiiie e 301
Other AUtONOMOUS SYSTEIMS. ......oiiiiiiiieiesie et 302
16.3.1  AULONOMOUS FAIL oo e 302
16.3.2 Unmanned aerial SYSTEMS.........coov i 302
16.3.3 Unmanned Autonomous Underwater Vehicles and Systems ................ 303
INtelligent INFrastrUCTUre  .........ooiii s 303
Convergence and Systems of Cyber-Physical Systems .........cccccoovviviiiiiie i, 303
Cyber-Physical Systems Challenges and Opportunities...........cccceevvieneeieseennens 304
[0 To T 5] 1 oSS 307
1 0 To 11T 1 o] o PSSR 307
ROIES AN ACTOIS. ...ttt eesne e 309
TEeChNOIOQY OVEIVIEW.........ccuiiiiieie ettt sae e ns 311
17.3.1 Identification ofthe ThiNgS ..o 311
17.3.2 Main teChNOIOGIES.....cc.oiiiiciie s 311
Example Scenario — FOOd TranSPOIt........cccociuiiieieiieieeie e 313
(7o) o Tod 157 0] o 1< S URPRPRTRSS 316

Conclusions and Looking ARead............cccoov i 317



Contents Xi

Appendix A o IS IV 2 |V OO 321
Al INTFOTUCTION. ....cuiiiiii et bbbttt et b b b e 321

AJIJT ETSI M2M high-level architecture ... 321

AJ1.2 ETSI M2M Service CapabilitieS ........ccccocviviiiiiiiiccc e 324

AJL3 ETSI M2M INTEITACES......oiiiiiiiiieee et 327

AJ1.4 ETSI M2M resource managemMeNnt.........ccoccueiieeiieiieenieesieeesiee e eieesseeseee e 327

YN o] 0] =)V T U o] RSSO 329
BIDHOGIapRY ... e nae s 339



