
lable of contents

Table of Contents........................................................................................
List of Abbreviations................................................................................... .
Summary.......................................................................................................
Introduction.................................................................................................
1 Data Protection Issues.............................................................................. .
Lead authors N. Dietrich and A. Wiebe

1.1 International development of data protection................................
1.1.1 Guidelines of the United Nations and the OECD.............................
1.1.2 Council of Europe Convention for the Protection of Human Rights 

and F undamental Freedoms...............................................
1.1.3 Council of Europe Convention for the Protection of Individuals 

with regard to Automatic Processing of Personal Data....
1.1.4 Summary...............................................................................................

1.2 The EU legal framework on data protection...................................
1.2.1 Charter of Fundamental Rights of the European Union....................
1.2.2 The Data Protection Directive.............................................................

1.2.2.1 Aim of the directive...........................................................
1.2.2.2 Scope of application..........................................................

1.2.3 Fundamental legal terms......................................................................
1.2.3.1 Personal Data....................................................................
1.2.3.2 Anonymous data...............................................................
1.2.3.3 Processing..........................................................................
1.2.3.4 Controller..........................................................................
1.2.3.5 Processor........................................................................... .
1.2.3.6 Third party.........................................................................
1.2.3.7 Consent of the Data subject..............................................

1.2.4 Processing of personal data..................................................................
1.2.4.1 Fair and lawful processing.................................................
1.2.4.2 Informing the data subject................................................
1.2.4.3 The purpose limitation for processing personal data.......
1.2.4.4 Further processing for historical, statistical or scientific 

purposes.........................................................
1.2.4.5 Principle of proportionality or data minimisation............
1.2.4.6 Longer-term storage of personal data for scientific use....
1.2.4.7 Prohibition with the reservation of permission................

5
..9
.11
.13

15

15
16

16

18
18

19
19
21
21
21
22
22
25
28
28
29
30
30
32
32
32 - —

32

34
37
38
38



1.2.4.8 Transparency of personal data processing......................... 4U
1.2.4.9 Rights of the data subject................................................... 42
1.2.4.10 Measures to ensure security of processing....................... 43
1.2.4.11 Trans-border data flows.................................................... 43
1.2.4.12 Data protection control.................................................... 46
1.2.4.13 Room for manoeuvre for Member States........................ 48

1.2.5 Other directives......................................................................................48

1.3 Implementation in different Member States.....................................49
1.3.1 The Netherlands.....................................................................................49

1.3.1.1 Fundamental legal terms..................................................... 50
1.3.1.2 Principles of personal data processing................................58

1 3 2 German Q71..— Ciidiiy ........          ................. O/

1.3.2.1 Constitutional basis..............................................................87
1.3.2.2 Aim of the data protection legislation................................88
1.3.2.3 Scope of application............................................................89
1.3.2.4 Definitions...........................................................................90
1.3.2.5 Processing of personal data.................................................93

1.3.3 Poland....................................................................................................104
1.3.3.1 Constitutional basis............................................................105
1.3.3.2 Aim of the data protection legislation..............................105
1.3.3.3 Scope of application.......................................................... 105
1.3.3.4 Definitions.........................................................................106
1.3.3.5 Processing of personal data...............................................108

1.3.4 Spain......................................................................................................112
1.3.4.1 Constitutional basis............................................................112
1.3.4.2 Fundamental legal terms................................................... 113
1.3.4.3 Principles of personal data processing: Data quality.......117

1.3.5 France....................................................................................................132
1.3.5.1 Fundamental legal terms................................................... 133
1.3.5.2 Principles of personal data processing: Data quality.......138

1.3.6 The United Kingdom............................................................................145
1.3.6.1 Aim of data protection legislation.....................................146
1.3.6.2 Scope of application..........................................................146
1.3.6.3 Definitions.........................................................................147
1.3.6.4 Data protection principles.................................................150
1.3.6.5 Exemptions........................................................................155
1.3.6.6 Enforcement...................................................................... 156

1.3.7 National differences..............................................................................157
1.3.7.1 Consent...............................................................................157



1.3.7.2 Processing..........................................................................158
1.3.7.3 Purpose limitation..............................................................159
1.3.7.4 Data Protection Control................................................... 160
1.3.7.5 Exemption for scientific research.....................................160

1.3.8 Summary............................................................................................... 161

1.4 The General Data Protection Regulation....................................... 162
1.4.1 Aim of the regulation............................................................................162
1.4.2 Scope of application..............................................................................163
1.4.3 Fundamental legal terms...................................................................... 164

1.4.3.1 Personal data...................................................................... 164
1.4.3.2 Processing..........................................................................165
1.4.3.3 Controller, processor and third party............................... 165
1.4.3.4 The data subject’s consent.................................................166

1.4.4 Processing of personal data................................................................. 167
1.4.4.1 Lawfulness of processing...................................................167
1.4.4.2 Transparency..................................................................... 168
1.4.4.3 Purpose limitation..............................................................169
1.4.4.4 Further processing for historical, statistical or scientific

purposes.........................................................................170
1.4.4.5 Data minimisation..............................................................172
1.4.4.6 Longer-Term storage of personal data for scientific use. 173

1.4.5 Rights of the data subject..................... :.............................................. 173
1.4.6 Measures to ensure security of processing.......................................... 175
1.4.7 Trans-border data flows....................................................................... 176
1.4.8 Data protection control........................................................................177
1.4.9 Room for manoeuvre for Member States........................................... 179

1.5 Data protection law and the Open Research Data Pilot................181
1.5.1 Other funders’ open data policies........................................................ 183
1.5.2 Experiences of the Commission with the Pilot...................................184
1.5.3 Open Access use of research data....................................................... 187

1.5.3.1 Open Access in Horizon 2020......................................... 188
1.5.3.2 Processing of research data...............................................191
1.5.3.3 Consequences.................................................................... 192
1.5.3.4 Research exemption..........................................................193
1.5.3.5 Consent/Licences..............................................................195
1.5.3.6 Anonymisation.................................................................. 198
1.5.3.7 Conclusion for the Pilot.................................................... 200

1.5.4 Repository data protection issue use — case studies............................201



1.5.4.1 Example 1........................................................................
1.5.4.2 Example 2........................................................................
1.5.4.3 Example 3........................................................................
1.5.4.4 Example 4........................................................................
1.5.4.5 Conclusion for repository use of personal data.............

2 Public sector information and university libraries..................................
Lead authors L. Guibault and 0. Salamanca

2.1 Introduction....................................................................................
2.2 The legislative background.............................................................

2.2.1 The 2003 PSI Directive......................................................................
2.2.2 The review of the directive................................................................
2.2.3 The revised scope of the 2013 PSI Directive...................................
2.2.4 Rationale for extension of the subject matter to libraries.................
2.2.5 Legal treatment of libraries by the PSI Directive..............................

2.2.5.1 Libraries as public bodies...............................................
2.2.5.2 The activities of libraries as public task..........................
2.2.5.3 Intellectual Property Rights & Cultural Establishments,

201
202 —U-

204
206
208

211

211

214
214
216
220

222 — 2 —

227 — — /

227 —— /
229

in particular Libraries.............................................
2.2.6 Licensing and charging.................................................................
2.2.7 The issue of digitisation................................................................

2.3 Country overview: Implementation of the 2013 PSI Directive
2.3.1 The United Kingdom..........................................................................
2.3.2 Spain..............................................................................................
2.3.3 Germany.......................................................................................
2.3.4 Poland............................................................................................

2.4 Conclusion.................................................................................

3 (Policy) Recommendations................................................................
Lead author Gerald Spindler

3.1 Open Research Data and data protection................................
3.1.1 Anonymisation..............................................................................
3.1.2 Consent.........................................................................................
3.1.3 Extension of research privileges..................................................
3.1.4 Definition of research purposes...................................................
3.1.5 Changes to the Commission’s Open Data Research Policy.......

3.2 Open Research Data and public sector information................

231

234

236

237
238
242 AT—

245
246

248

,.253

253
255
256
257
257
258

259


